CoBpeMeHHbBIEC BU/IbI KPaK U MOIIIEHHUYECTB, COBEPIIAEMbIX JTUCTAHIIMOHHBIM
cIocooom.

1. OcHOBHO}i MOIIEHHHMYECKOH CXe€MOii HA CEeroJHSIIIHUI JeHb 0CTAEeTCS
NPeIOr: _JepXXaTeato OaHKOBCKOW KapThl mnpuxoauT SMS-coobmenue, mmbo
OCYIIIECTBIIICTCS 3BOHOK, (B OCHOBHOM Macce HoMep Tejie()oHa 3J10yMbIIIIEHHUKA
HayuHaetcs ¢ mudpp 8-495...) u MOIIEHHUK, 11O ITPEJAJIOT'OM 3ALIUTHI
BAHKOBCKOM KAPTHI OT HECAHKIIMOHUPOBAHHOT O CIIMCAHUSI
JAEHEXHBIX CPEJACTB, nHaunHaeT BBIMAaHUBATh Y MOTEPIIEBIIETO PEKBU3UTHI €T0
6ankoBckoit kapTsl PIN-koq u CVC2/CVV2 (kox 6e3omacHOCTH — UpBI ¢ 00paTHOM
CTOPOHBI KapThl), a TAKXKe€ CPOK €€ JNEHUCTBUS U APYrue MEpPCOHAIbHBIC JaHHBIC, T.C.
aQHAJIOTUYHO TIPEJIOTY Pa3OJOKUPOBKH OAaHKOBCKOHM KapThI, a TAaK)Ke TOJ MPEIOrOM
OTMECHBI TTOTIBITKA 0(POPMIICHHS Ha MOTEPIICBIIETO KPEINTA.

Cneayer 3HaTh M IOMHMTB, YTO HU OJMH pPaOOTHHMK OaHKa HMKOIJa HE OyJIeT
HHTEPECOBAThLCI PEKBU3UTAMHM Balreii 0aHKOBCKOM KapThl, PU OTMEHE ONEepallii, KaK
MHMHHMYM TIpM_3BOHKE, OCYIIECTBJIEHHOM u3 0OaHka, paborHuk B ITEPBYIO
OYEPEJlIb INOUHTEPECYETCHI, BbI JIN OCYHIECTBJISAJIN
OIIEPAIIMION!! A ecnu pnaxe y Bac nedCTBUTENBHO MOSABUIOCH COMHEHHE, TO
HEOOXOIMMO CBSA3AThCS ¢ OAHKOM, OCYIIIECTBUTH 3BOHOK Ha TOPSYYIO JIMHUIO, HOMEpa
TenedOHOB BCeT1a OCTaBIIsAeT 000 paOOTHHUK OaHKa, TOMHTEPECOBATHCS TIPOXO TN
JI KaKWe-TO OTepalluy WM MOMBITKU MEpPeBO/ia ACHEKHBIX CpeJCTB ¢ Barero cuera,
HY WJH KAaK MHHHMYM INONPOCHTHh 4eJIOBEeKAa KOTOpbIH ¢ Bamu cBsizajicsi u
NnpeAcTaBUJICSH PA00THUKOM 0aHKAa, JJI0Oble Banm qjannubie, XoTs 0bl haMIINI. ...
Hauboab1mmuii yiep0 ajsi rpaxkiad CMoJIeHCKOM 00J1aCTH 0T JAHHOI0 BHIA.

2. Bropas cxema, 5T0 Kor1a Jiep>KaTeino 0aHKOBCKOM KapThl mpuxoauT SMS-
cooO1ieHue o OJOKUPOBAHUM €ro OAHKOBCKOM KapThl, M TAKXKE YKa3aH HOMep TesedoHa
«CIy>KObI TEXHUYECKON TOMJEPKKH», KaK IMpaBuio, HaumHaromuiics Ha 8-800-...
Korga on mepe3BaHuBaeT Mo yKasHOMY HOMEPY, €My OTBEUYaeT SIKOObI COTPYAHUK
TEXTOAJEPKKU OaHKa U MPOCUT €ro MOJAOUTH K OaHKOMaTy M AUKTYET €My psl
NeNCcTBUM, 4TOOBI CHATH OJMOKUPOBKY KapThl. Jlanee, Biajaenen «3a0J10KHPOBAHHON
KapThl BBOJUT U COOOINAET MU3BECTHBIE TOJILKO €My JaHHBIE, MOCJE YEro C KapThl
CIIUCBIBAIOTCS UMEIOIINECA JIEHEXKHbBIE cpencTBa. HecMoTpst Ha TO, 4TO rpakJaaH npu
MOJIydeHUN OaHKOBCKOM KapThl MPEeAYNpPEeXIat0T, YTOOBI OHM HE COOOIIAIM HUKAKOM
uHpopmarnmu o csoeit kapre: PIN-kox u CVC2/CVV2 (kon 6e3onacHoCcTH — HUDPHI €
oOpaTHOM CTOPOHBI KapThl), a TAKXKE CPOK €€ NEHCTBUS U CBOM NEPCOHAIbHBIE JaHHBIE
noctopoHHuM junaM. Ilpu Bxoxnenun B npunoxenue COepOank-OnnaitH B SMS-
YBEAOMJICHUM Takke JyOnupyercs wuHGoOpManus O TOM, YTOOBI HHKOMY U3
MMOCTOPOHHUX HE COOOIaNu MpucIaHHbIA Koja. COTPYAHMKH 0aHKOB HMKOIJAA He
3anpamuBaeT 3Ty HMHpoOpMaNMI0, TaKWe CJAy4aWm HOCAT MOIIEHHHUYeCKUil
xapaxkrep. B ciay4yasix COMHHUTEJBbHBIX [IefiCTBHIl HEO0XOAMMO IO3BOHMTH IO
TeJie(pOHAM YKA3aHHBIM Ha 0AHKOBCKOHM KapTe W 3a0JIOKMPOBATH KapTy MJIsl
NMPOSICHEHUS CUTYALUM.

3. Crapas _«KJjJaccHUecKas» CXeMa MOIIEHHHYECTBAa, Ha KOTOPYIO
NPOJA0JIKAKT _NONAJATh _JIMIA _MOKHJIOI0 BO3PACTA: MOIIEHHUKH _3BOHST
NpEeMMYIIeCTBEHHO B HOUHOE U BeuepHee BpeMsi M CO00IIAKT, YTO0 «MaM (0a0yJib)
si nonaJ B J/ITII wiu B moJIMIIMIO» M IIPOCAT JICHET ISl KpelleHusi Bonpocay. /laaee
B Pa3roBOp BCTYIAET JAPYroil MOIIEHHUK, KOTOPBIM MPEACTABIACTCS COTPYAHUKOM
MOJIMITMU U YBEPEHHO COOOIIAET, YTO YK€ HE pa3 MOMOTa JIIOASIM TaKUM 0Opa3oM.
JleHbru, HEOOXOIUMO TMPHUBE3TH B OMPEACICHHOEC MECTO M TepeaaTh KOHKPETHOMY




YelioBeKy JHOO0 3a HUMU TpPHUEACT MX 3HAKOMBIA YEJIOBEK, OO IMepeBecTH Ha
YKa3aHHbBIN CUET.

4. Elmle 0JHUM pacnpoCcTPAHEHHbIM BHWIOM MOILIEHHHYECTBA SIBJISIOTCS
MOIIIECHHUYeCKUe JeiCTBUS NPH KYIUIM-NPOJAKH _TOBApa MO0 _00bABJIEHHIO,
pa3MelleHHOMY HAa OJHOM W3 MHOTOYMCJEHHBbIX HMHTepHeT-caiiToB. Ilpu 3ToM
3J10YMBIILJIEHHUK, MOKET, KaK MP0AaBaTh, TAK U NOKYNAThH TOBAP.

Ilpu mnpomaike TOBapa 3JIOYMBINLIEHHUK, KAaK TPaBUJI0, TMPOCHUT
NpeaoIvIaTy, COMPOBOXK/IAs CBOIO MPOCHOY pa3IMUHBIMU MPEUIOTaAMH: CPOYHO HYKHBI
JICHBTH, YK€ HaIIeJICs IpYyroi mokymnaTensb u T.1. [oce nmepeBoaa IeHeKHBIX CPEICTB
B Ka4eCTBE MPEIOIUIATHI, KaK MPaBUJIO, CBS3b C TIPOJABIIOM MPEKpaIIacTcs.

IIpu nokynke, 310yMbIIJIEHHUK NMPHOOpeTaeT TOBap, He TOPryfcCh, JHOO
BHOCUT TMPeEAOIIATY 3a CBhEM KWIbs (KBapTUPBI, JI0MA), UMUTUPYS CIEIIKY,
HEeBHUMATEIbHOCTh. OH AKOOBI (OAMH W3 BAapPHAHTOB MOIICHHMYECTBA) MEPEBOJIUT
CyMMy OOJIbIlle, YeM MPOCHUT TMPOJABEI], HO HAa CAMOM JIeJIe TIPOXOIUT PETUCTPAILIHNIO B
npuinoxxkeann Coepbank-OniaiiH, Mpu 3TOM YOSKIAET MPOJABIIOB COOOIIATh €My BCE
NpUCIIaHHBIC JIOTUHBI U TTAPOJIH, @ 3aTEM OCYIIECTBIISIET MEPEBOIbI ICHEKHBIX CPEICTB
C Pa3IMYHBIX CUETOB MPOJABIla HAa CUET €ro K€ 0AaHKOBCKOW KapThl U MPOCHUT YaCTh
JICHET TIEPEeBECTH 0OpaTHO.

5. PacnpocTpaHeHbl U TAKHE BH/Ibl MOIIIEHHHYECTB, KAK B3JI0M AKKAYHTa B

COIMAJILHBIX CEeTAX M PACChLIKA JAPY3bSIM I0Jb30BATE/sl COOOIIEHUIl 0T ero
HMEHH C IPOCHO0H 0 NepeYrncJaeHHH IeHer, IPH 3TOM TeJe()OHHOI0 KOHTAKTA He
IPOMCXOAMT. A peajbHbIH BJjajesell CONMAJbHOM CTPAHHMIBI JasKe He
10/103peBaeT, YTO OT ero MMEeHH NPOCHAT JIeHer.
WNnu xe mociie pa3MelleHus O MpoJake 4ero-iubo B CETH HHTEPHET, HAUYWHAIOT
npuxoauTb SMS-coobmieHust 06 0OMeHe U YKa3bIBaeTCsl CChUIKA, EPEN ISl 10 KOTOPOi
MO’KHO IIOCMOTPETh TOBap U ycinoBusi ooOmeHa. Ho Ha caMoM zene nepeiiis o CChUIKeE,
YCTaHABIIMBAETCS MPOTPAMMHOE 00ECIIEYeHHE, KOTOPOE BBIBOJUT JCHEKHBIE CPEICTBA
¢ 0aHKOBCKOM KapThl (€C/Id MOAKIIOUEHa yciayra « MoOMIbHBIN 0aHK»), OJIOKUpyeTCs
NOCTyIUIEHHE SMS-cooOuieHuii ¢ Homepa 900 (Hanbosnee moaBEpKEHbI MOOMIbHBIE
TEPMUHBI C ONEPAIIMOHHON CUCTEMON AHApPOUN).

6. OaHUM M3 HOBBIX CHOCO00B MOIICHHUYECTB, ABJISACTCH 3aBJIaJICHUE
PEKBU3UTAMU 0AHKOBCKHMX KapT NOJ MNpPeJIoroM NpPeA0CTABJICHUH YCIVIU
AOCTABKH IPY30B MJIM MOEe3KU M0 00bABJECHUSAM CEPBHCA MOUCKA NMONYTYHUKOB
«BlaBlaCar».

MOIlIEHHUKN PErHuCTPUPYIOTCS B COOOLIECTBE MOMYTYUKOB, MpeJiarator
MOJIBE3TH JKEPTBY M JIMOO TpeOYyIOT Mpeaomiaty uyepe3 (UIIMHTOBBIA CalT, 0o
MBITAIOTCS PA3JIMYHBIMU CTIOCOOAMH Y3HATh PEKBU3UTHI OAHKOBCKUX KapT.

Momennuku pasmeniator Ha BlaBlaCar o0bsiBieHust 0 cBOOOJHBIX MECTax B
MallMHe, HUYEeM HE OTIMYaIoIIMecs OT HACTOSIIMX, W JaKe LEHbl YKa3bIBalOT B
npenaensax HopMbl. MapipyThl OHU BEIOMPAIOT KaK MOMYJISpHbIE, TAK U HE OYECHb.

Korna nonp3oBarens oTKIIMKaeTCsl Ha 0ObSBIEHUE, MOILIEHHUKH B YaTe Ha cailTe
BlaBlaCar npocsT ero cBsizatbes ¢ HuMu B WhatsApp u otipaBisitor Homep tenedoHa.
[TockonbKy MONHUTHKA CEpBUCA 3alpeliacT MepechbllaTh B COOOIIEHUAX KOHTAKTHBIC
JaHHbBIC, «BOJUTENbY MUIIET HOMEP CIOBAMH.

OO6cyxaeHue neTanei MOE3JAKH TOXKE Ha TNEPBBIA B3MJIS[ HE BBI3BIBACT
nojo3peHuil. MOIIIEHHUKH OXOTHO MOJJICPKUBAIOT Pa3roBOp 00 HHTEPECYIOUINX
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Maccaxupa MOAPOOHOCTIX M JaKe CaMU 3aJal0T YMECTHBIE B KOHTEKCTE MOE3KU
YTOYHSIIOII[UE BOMPOCHI.

Korma peus 3axoauT 00 oriaTe Moe3aKH, KEPTBE MPeIararoT «KYIHTh OMIICT)
mo cceuike ssko0b1 Ha BlaBlaCar (Ha3zBaHmMe cepBHca MPUCYTCTBYET B ajpece caiTa).
[Touemy HajgO0 BOCMOJIb30BATHCSA MMEHHO TaKUM, HEMPHUBBIYHBIM ISl MOCTOSHHBIX
MmoJTb30BaTeseil mIaTGopMbl, OpMaTOM OILIATHI, 0OBACHSIIOT MO-pasHoMy. Hampumep,
OJIMH JKYJUK YTBEPXKIACT, YTO OH «O(MUIMAIbHBIA BOIUTEIB» W HAJIWYHBIC HE
noayepkuBaeT. B npyrom ciaydae yoenuTh )KEpPTBY MBITAIOTCS OOHYyCaMH M KAIIIOSKOM,
KOTOpPBIE BOJIUTEIIb IKOOBI MOJYYHUT IIPHU OIJIATE Yepe3 CauT.

Ha camom nene nukakux 6mneroB BlaBlaCar vHe nponaer.

Hcnonp3yiiTe HaaeKHYIO 3alIUTy, KOTOpas 3a0J0KUpyeT (UITMHTOBBIN WU
MOIIICHHUYECKUW CAWT, €CJIU BbI MOIBITAETECh HA HETO TIEPEUTH.

7. Takke aKTyaJbHOW CXeMOii MOIIIEHHUKOB SIBJSIETCH NMPELJIOr MOKYIKH
AKIMHA KPYIHbIX TOCYAAPCTBEHHbIX (KOMMEPYECKHMX) NPEeINPUATHA B OCHOBHOM
JHEPIro — PeCYPCHbIX.

8. Kpome TOro mocTynaoT 3BOHKH OT MOIIEHHMKOB O] _NPEIIOrOM
JAONOJHHUTEJbHOI0 3apa00TKa HA OMPKEBBIX IUIOIIAAKAX 110 TOPrOBJIN AKIUSIMMU,
00JIUralMsiM¥ U MHBIMHU NIPOU3BOJIHBIMY HHCTPYMEHTAMHU.

Bce BB MOIIEHHUYECTB U KPAK JI€HEKHbBIX CPEICTB ¢ 0aHKOBCKHUX KapT,
COBepIIAeMbIX JAUCTAHIUOHHBIM CHOCO0O0OM, HEBO3MOKHO ONHUCATb, T.K. OHHU
NMOCTOSTHHO BH/JIOU3MEHAIOTCS, HO CNOCOObI 3alIUTHI OT HHUX OCTAKTCA
HEM3MEeHHBbIMM:

— He coo6mraiite aukomy PIN-konq m CVC2/CVV2 (kox 6e3omacHOCTH — IUGPHI C
0o0paTHOM CTOPOHBI KapThl), a TAKKE CPOK €€ JEHCTBUS U CBOU NIEPCOHAIbHBIC JAHHBIE.
Hu omun Gank He OyneT mo TeiedoHY CHpalIUBaTh y Bac ATHU PEKBU3UTHI. JlJis
3a4MCIICHUs] CPEJICTB HA Balll CYET JOCTATOYHO JIUIIE 16-3HAYHOr0 HOMEpPA, YKa3aHHOT'O
Ha JIMIIEBON CTOPOHE KapThl.
— He cooOimaiite HensBecTHBIM JuaM PIN-xox i1 BXoaa B Balll OHJIAaWH-0aHK - JUTS
nepeBoa ACHEXKHBIX CPEACTB ATO HE TPEOyETCHI.
— He ucnonp3yiite KapThl C OCHOBHBIM CBOUM (DPMHAHCOBBIM KalUTaJIOM JJIS OIJIATHI B
cetu MHTEpHET.
— He pexoMeHmyeTcs BXOIUTb B MHTEPHET-0AHK C UYXKUX KOMIIBIOTEPOB WU U3
nyOIMYHBIX HE3aIMUIICHHbIX ceTert Wi-Fi.
— Ha nwuHoM KommblOTEpe, CMapT(OHE, IUIAHIIETE YCTAaHOBUTE AHTUBUPYCHOE
MPOTrpaMMHOE 00ECIIEYEHUE U CBOEBPEMEHHO €r0 OOHOBIISITE.
— He ckauuBaiite Qailsibl 13 HENPOBEPEHHBIX NCTOUYHUKOB ((haiiT00O0MEHHbIE CEPBUCHI,
comuanbHble ceTH). He mepexomurte Mo cChUIkaM Ha WHGOPMAIMOHHBIE PECYPCHI,
MOJIYyYEHHBIX OT COMHHUTEIbHBIX MCTOYHUKOB. He oTkpbiBaiiTe dainsl U3
MIOJ03PUTENIBHOMN JIEKTPOHHOU MOYTHI.
— Ilpu 3BOHKEe 0 MONABIUIMX POJACTBEHHUKAX B MOJMIHUIO: HE NTAHUKYUTE, 3a/1aNTE
BOIIPOCHI JIMYHOTO XapakTepa (XOTs Obl Kak 30BYT BalllUX POACTBEHHHKOB M UX
ONMU3KKUX), TIPEPBUTE PA3TOBOP U TMOMBITAWTECh CBA3ATHCA C TEM POJACTBEHHHUKOM,
KOTOPBIH sIKOOBI ToTan B Oeny;
— Ilpu mpocrbe 00 OODKEHUH JICHET B JOJT, MOCTYIMUBIICH B COIMATIBHBIX CETSX,
yOeauTeCh, 4TO MPOChOa MPHIILIa KMEHHO OT TOTO JIMIIA, KOTOPOE MPOCUT — MPOCTO
MIEPE3BOHUTE EMY.

YMB/ Poccun no CmoJieHCKOH 001acTH
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